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Bf^bfe^tifS^fb^W^A (J4Jl m^/U^-it 
TW^AlB^g^, 

at ^/m^vcr n y ^ ai Bii^sti bii s tum^/m. 

o ^ 5 A Sr®tt§ -£ . Bf ^bM«x- * £ Bf#x 

-^tu ifcfs. m^mzi-T-fzw^f-fii'r io 

Bf^/fS^bTn mcii) mr^-ft L ^7- ? £ iSft 

o/5Aj iMflfc J; tXSfl^ S Bf^./fM^bTn y 7 A 
Bg ^/g^t7n^7 AfBlf ^KfcMLTBg ^/fl ^ft 

y o y 5 a £ a$i & x z/mm - h o y 5 

K 20 

mm ^/\%mtw?y a ^mmmth t\ 1 

t -th If 1 tfB»0 I C ij— K 0 
[ If ^il 3 ] If 2 t!B«OBf^/ft^f krn ^ 7 A 
fB'IWS&ffitx. I,IC*-H3UT, aSfe^Bf^/fl 
^tTn^5> A^ ^fiS^Bf^fl^tTn^" 5 A £^ 
life il^iJI^rs^Si: , JgtBf^/fl^fbTny^A 
®Ki#Kt;fe^Tfig«Bt^/fM^bTo^ 5 A 

-r & Ft t/s^7o^7 Aii^ia^fi^^if^ii 2 

tlBtfcOIC^-K. 30 
[11^114 ] lf5f<Il3^IBtfeOBt^-/fI^bTo^^A 
SK?¥St=fc ^T. I C jfr - KfttfB'ti § ixT V > S ffit 
OB# ^/m&fcT u ^ A £ p^ij-r -6 fcftcoi^lgfc 

fix. m¥? & m^-tz ,i t x-\ ttm*i-&m^/m^-{£ 
yuyy^mm^-h Bt ^r/m&fcru y 9 a 

3rfl;i^li;Rif 3 tlB»0 I C*-H„ 

a i # itmmmm t tzitm^ru y 5 a T-sg^b 

■f - 5 4^3 f: , Bf^b $ fut T o 7 A £■ Of b L ^ Bf^- 

itm iz nm-t h & tz a^A 40 
ibt-s ^-/m^^To^5 AB#^fM^^#s* mttz 

mSM lfrt>4 OMti*> 1 o BKO 1 c ^ - h' „ 
[|f*i!6 ] If *il ifrt>5 coMttfr 1 otlBSo 1 c 

TfiSOBf^/ft^Tn^A^ff^WSfc . inm 
L^Ff-f-/fl^bTn^"^ AO I c#— KF^^.^ailW 

fc . i c * - f rt^e^^Bf ^/a^brn r 7 

I C^-KfcfiffgaaS^SIffl. I C^r-H 



A 0 

[0001] 

^t-f-S I Cii—Y\ l zmt&. 
[0002] 

[#3fc«Kffi] M*. x-^ ( r 'ltfgj ) S: 

h Bt ^1. i: . Bf^brffiffl tfcat ^-^iifc ^> 

-tz t t±T^ . -e^> i 3 5rBt ^bfitMi^bii 
* fjt* lt v \/vt;*t Ltf- ? zmmiz-t-z .i t & 

[0003] § ^ t, b^ ^-fbit^fl^bii^'ifi^-f-iKf 

^ftJi^M tTBij^Bf ^bii^T Bt^-fb Lx\m-th ; 

[0 0 04 ] iOid^^-Xf-A^^^Tx-^OBi-g- 

Ib^iifcS ^(ix-^»M^^^oa^bMJl(i. Wig 
MfM^^TBf^/fl^bTn^^ Mz J: 0 Hfx^ns 
CO**— JKWCS) S . - cOBf -f- /ft-f-f bTo y 5AtJ;f) 

^ - ^ #'Bt ^b s ti . se^^ffi & a» § 3t » ^Hf^f b 

L^L, ^cOBf-^/fl^bTny^Agfrti. -r— 

^/fl^bTn^'^A^H^^ ± Dftlf/f5ti^> t , Bf 
^b^ii/ix-^^W^^T 5 . 43t(±Bf^/m 

^br n ^ 9 a i # ^ estsi t . m^ffM *> x \ ^ m ^ 
imizxm^it-fh^mm-t& z 1 1 i o . -to 
^ Bf^b^^^To^-^ &^H#**j»frrs - 

[0 0 0 5 ] iOBf^-/fl^bTn^'9ASrm^^HiJ 

fcrfld ft^9 - 6 2 3 2-tr(S, Bf-^/fl^- 

ft7n/7 A SiJOBi^b^T"Bf ^b t . ft fSMS 

c^- f cmltt- ? ^ m^rr -s. B#^b$^i/i 

Bf^/a^-fbr a^' ^ A *IC*-K ^lOM^tt^ ^ u 
t^flL, I C^-m^fc^TSiSTny^A^fl-f- 

-fb L^at'if fg^asgo»^tt x ^ u izmm l , fi^- 
ibs^Bt^/fs^bTny 7 a ^ffl^-c . iHfrri. 7 s 

- ^ O Bf^-^bfe S V ^(ifl^b £ frS: o T V ^ „ 
[0006] 

[^^^Lidfc^-^ilS] L^L. ;f)J;3^y 
Attest, #i c^-Kttt^i.Bf-sf'/fi-t'fb 

^i-rsw^a^g^^To i c*-^oBf^b$ 
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[0007] sttic*- K^-c-fM^bt^Bt^/fi 
■^f 1 7° n 5 a £■ w fg^asi t Mt^r s eg , Hf^/a 

^tTu/5A(ilsK«%4£#JT'* 0 , ilff 4^Bf#/ 

[ooos] ^wm, it«ic^- vcoB^/m^ 

< , B#^/fl^Tn^AOffiE14£r&J±£-^ i c 

k ^iiffi-r a ; t * g etr t -rs . 

[0 0 0 9] 

to, ^^(4, m^-xm^tT^^y^^mfM^^i^ 
at, m^x&M^y'xjy^^mm&^t^&t.. m 
^/m.mtrviy'y a £#;£^«)fif fg^a^M* «4 

[ooio] it^iii t=^s^Hji±, ro/ 

^Hf^tt-^^XxATfflV^ I C^-ra-Jt, Hf 

AfE11¥St , Hf^/fl^E.7W':7AfE4I¥fil: 
tlB'tt § ^Bff^/m^-fbT n ^5 A SrSiftS -fr, Bf ^ 

, mHHfc l^t- ? ^jffurr s ^to«B#^-/a 

/5 A^gfl^gh , Hi^/fl^t7W'^A|B1t^F3 
fc:*f L T Hf -^/fl^-f kTn y =7 A Sii£ i VM^a 

[0011] lf*Il2^«| J ^HJ!(i. H*IIHCi3V > 
T, ljrifEHf^/fl^tTn^AfE1i¥St4, fulEHf^ 

[0012] m$ti%3iz&&mnz. tmm2iztm<o 

Bf^/a^Ta^'^AlBM^Ig^fllili IC^-KC 

«£*§r/W§rtt.7V 7" =7 AiSiJj#|g t B V ^ X ffit^ Bf 

fl ?^7"n/5 A SrSirr 5 Bf ^/fl^Tn^"5 AS 

[0013] tf*iS4^«i ) ^(i. tmm^izmmco 
m^/^ity^y^^mmmzav^x.. i c^-h- 



T- . ^jtEt- a vm/G&fcy a ^ ^ a & jgu -r h m^/ 

[0014] if ;J<II 5 ^ffi^^tt. ! _ 4 (:ti 

t . ft 1 tfEK LfcB^/Wftrn ^"7 A @#: 
* SO^Bf^-ftfiti ^(iBf^tT cr ^'5 A-C'Hf^t-f-S # 
St, Bf S tifc T n y =7 A 5r Hf mt L 3t t 
6 fl^tlt^ ttiG&tt.yuT'? AT-fl^t^a 

Hf^/m^trn^"^ AHf^m^b^s&M^^; t & 

[0015] If3j<ll6 £ffi65£HJiti, lf3RlI 
Mix^ 1 otfBKeo ic^-K, tl>'t, Sic^f- h* 
(CM t T Mft HitK £ tf - L T fiS^ Hf ^/S^7n ^ 7 A 
^ iMfl^- iMfl L Bf ^-/fl "ft:T n^5A» 

I c f] - K ^j^^^liM^® I ct}~ V ftco&M 

<m^/w$faru ^5aoims#i t ^ fix ^ w 

[0016] 

[0017] H2 ts, ^wM^mmmm^ ic^-h 

1 0 O£fffi£T^^-K«ffi7'o-/?0-T"&.g. o .r^I 
C77— Fl 00 CPU210, A[UW^7x- 
X ( I/O) 220, ROM23 0, RAM 2 50, 
ii;EEPROM2 4 0^fetl^ o ROM230 

(4, fElift^oi^ffi tii^r&s^iE'lirt^sif 

tfX'^ft^W^i&LCD^^V ^^-To RAM 2 50^i 
V'EEPROM240(1 StfE'ltft^Off^ttJ L^r 
t/^JIST^nrfllrfc-S**. RAM 2 5 0(4 I Ct>- b* 1 

^^'J^^L, EEPROM24 OiilCX/ — H 1 00 

[0018] HI (4, H2(^-T I C*— H 1 0 0|*1(C 

WZhh, jt&J 1 1 0(4, I20RAM2 5 0J/d± 
EEPROM24 0 ftt-SU 0 ST fetl^fE'filnl^^^ 

■r , wmtz tfz^T- 9 zv^rithh \ «Hf mt^tifz 
^-?*\%mkthf^<m^/\%^\Yy°v 7*7 a £ ib 

li^&Bi^/fl^Tn^AlBlf^Kl 1 1(4, 
'J 1 1 0^tSiJDST^ix^ o 

[ 0 0 1 9 ] 4 fc, I C77— M0 O^ft t/S-r— ^ 
4?t{± IC*-M 0 0|*FT»TSx-*£lB'l£^.& 
fzubcof— ^fE y lt^gl 12^, /tU 1 1 o^Hs-f- 
/fl^Tn/7AlB«#Sl 1 1 i:(4StJ^M«t;f'J l 9 

[0020] Bf^/fi^Lrn/^AiE'ti^a 1 1 1 
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H9(i. Bf^/fl^^w^A^g^-^ -HifeM 

[0 0 2 1 ] IC*-H100 F^OMaT'ff^^Bf -^t/ 

fl^trn^'^ a £iSfKfi> ±§^\ uf^/m-t-ftr u/ 

*1 1 3 -It f^^ix^fffwfl^T 

[0 0 2 2] fim»Bt^/a^brn^5A^Bt^/fM 
^ftrn^AfBli^m l l^iit^(i:Bf^/fI^ 
^Tn^AfEM^Kl 1 Hzmzm§^hXi^iiM 

^m^/'imitru^^^nm-thm^. fuss *ut 
m " /ft sHtrn m g/ft mtyw => a 

fgl 2 0£J;9^LfcgfJII&7c£, fff^/fl^tr 

n / 7 j&mm=m nou-^t mn/w^fcru 
-7-9 1 1 atwa^-^Sraii-rsfc^ffis^^ 

Bf #/fS-f-^Ta ^A^^^iJllO I*l^ffl3itf . 4 

Mm^/Wftkru-yv&tmrr-? i i 3^Mte 

rnm^t'J 1 1 0 j&^H'JBfc-rs . 
[0 0 2 3] Sm^Bt^/a^trn^'^AS- IC*- 

k i o onx:-mm^&*%i$\i. m^titm^/mt 

7n/7A*m^ fX^-ft^'n^'^ASfR^iai 2 0t 

fSl 4 OtioT^S^ix^Bf^/fl^tTn^^A 
& @U -T £ ^ i: T\ t*- ? f e'tl^S 112ft t-f Bit § a 
T ^ S Bf lf-^« Bf ^ sfc i ±m-^-f t * 

[0 0 24] Bf^/fl^tTn^"5A|atf)Wi 140C 
fc^T. I^Sii^Bf^- «#ft7=n^'5A«Bf^-/fM 
■^ftrn^^AWa-r— ^ 1 1 3 l*ltBf-?/fl-^ft.Tn 
/^ A @#:OfS^b^M*x-^^W$^T nfc*§ 
Bf^/ft^ftTu/^ABf^ft^f^Sl 5 0T" 
f§S § *LfcBi ^/miL-Tv /9 A £ fl^-ft L T *^Bf 

^/fl^ftTn/r>A£aijj^g i 4 0 ti'.tieit 
[0025] I C#— Y 1 0 0 ^£^T?h^1f#iePl 

II?ftrn^7 A £ MfrTS *§^-(i. Bf VSfiTn 
/^ A «fcl*r- ^SlftTS 16 0ti oTAft # 4 
y?7i-^ (I/O) 22 0£©BLT3Ift[HiS&l 0 

1 /S.£7) -f — ^ (JOiUgfi £ ?T a o 

[0 0 2 6] Hi CD/C? 7 ? itfci^t . Bg ^/ft 
Tn^AgSlfcfgl 2 0, Bf^/fl^ftTn^A^ 

irffl^#isi 3 0. \&s§r/fe-s§r{ky>ny5j*mfrm 

4 0 , Bf^/fl^tTu/7? ABf^fl^t^K 15 0, 
#.t/fc. Bg ^/ft ^ftrn ?'7Afe j;ts'r-^»P¥ 
116 011 I C 7J — Kl 0 0 ft«ffi»^'J T-fc 



l>ROM2 3 OitliEE PROM2 4 Oft^ffijAtfo 

[ o o 2 7 ] iiif*. hi aix/m2^tfcmmmm 
en i c/j- k i o o £fieffl t^Hf-f-^ti z.m%mtT~ 

[00 28]i3ll I 1 0 QCDXltiJjJ V? 

y ^~X (I/O) 2 2 0 £ ffiffl LTMMf 1 o 

£ OBf ^/fl^fbr n 77AfcJ; yf- ^ i*^fl¥ 

gi6o <7)%m&5Hi-. *wn± . i c\f]~ y i o o 

-g>7tA6. S 3 1 Ofcly'S 3 3 0<7)TOgM3t~J:^T31 

[0029] ist, ws.m-t^T-^m^^'t, 
&m-r~? ifiMh s 3 4 o coamrc. s§f- 

Bt-f-/a^trn^'9A^^H\ S 3 5 0£PJt£V->T 

20 ^ s4oo mm:mimwmznm-$- & m^/mmt 

[ 0 0 3 0 ] H4 S 4 0 0 C0Bf-i-/fI^-ftTn^'7> 

A^Ma^ti&^t-o Ht^/ fi^trn Aii^ 

J|IS4 0 0t'li, EEPROM240tRAM2 50 
S ttX ^ § Bf^-/fl^-ft7°n / y A Hf- ^ 
1 1 3^, gff L^Bt^/fl^-ftra/^AcoiiSiJ^ 

( S4 2 o ) , ^nmwmzm-thm^/ 

30 LTi5-3-H^U£U s S 

4 o oMa^-^Tu^y ^- y-rs. 

[0 0 3 1 ] S4 0 OMaT'^M^t^-SBt-^/fl^- 
ft7n/7AfSf-^ 1 1 3(4, igtSti^^i 
£ «J£ b TV 6 . Hf *lr/Wlrf£?u UBiJ^- S 
to^HS im 4 . Bf ^-/fl^bT a / ? A Sr a« L * 
- K I D t H ^T'^lLTV^Bf^/fl^T 

n^7> AtoS^^fflfigS^tl. „ V^lr/Wlrikwyj 
J*<?mWr—?\$^ Hf^bTn^7>A^ I C^-K 1 0 
0 |*JC9f£iWT Hl/X, IC^-MOO ^IcofMM-itTu 
40 ^"^A^fSiTPl/X, ^ tT I C77-K 1 o oi ; -)!.:S: 
iiSttT^-^^^ UfflS'J ( E E P ROMisttiRAMtO 
»|J) , ^J;^«§tiTV^Bt^/fl^Tn/7?A^^ 

w/^^m^f- (immmm) t^m^tix^ 

[0 0 3 2 ] H9t^L^MT14. i I C*-K 1 0 0 
COX—Y I D£r rcooij ttl-i:, § I C^-Kt" 
S#iL^Bf^/fl^{Lrn^"r>AiiS'mi: rco 0 1 0 
50 1 j r c 0 0 1 0 2 j CO 2mMTh 0 (HBim4S#* 
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rc 0 0 1 0 2 i Tfo&m^/UmtTuy^Mi rc 

0 0 1 0 1 j tioTHf^-^S^T^Sifc^^LT 
U6o 4^Bf^/fl-^7W^Atl£[pf i C 0 2 0 1 

ojii*-nDrco20j i^wf-^Si^t 

^ftTn^AHSipp r c 0 0 0 0 0 j (4, £ I C 
f^iltfSlfflT'^ s x a IC^-MOO 

mzm^Ltzm^^m^-itT^^y^m-t, m^/u 10 

-f-fbTa^'^AfiSiJ^ rcooi01j^rco301 

1 j (4. r «fM?*a#i$tl^ r c 0 0 0 0 0 j T'ftf-f-^ 

[0 0 3 3] W03^M~3T, Bf^/W^Tn^"'^ 
A£ i VT-:?}MSfI£PiS 3 0 0OS 4 0 0S!lIIT-m 
StL^SH^TCt. S36 0»IT\ ^mf-^^'yy 

-sp i o l ^ bs ^/fi ^trn en-r 5 ^ 
fx7^«s3 1 o^^i^iLMi^Tt?.. a 

S4 0 0ffl«*^7EC, S3 7 0 
^ilTSft Lit Bf f/SWn^ A £W^fi § a 
T^SWJSL, *^#i<7rt§^(±, Bf^/fl^bTn^" 
7 AafiMH —)V*th 0 S 3 7 0 5®1T"^ 

SittiS 5 0 O^iMT'M^Bf^fl^^n^^A^ 

1 1 o^taiiL^^a, ^MMHSL^Bt 

-t/fl-f-ftrn ^" 5 ALBUMS S6 0 0^3-;i/L g [ 

, IC*-H100 ^'Sfft-^x-^iOfl^M 30 

[0 0 34] S 6 0 om^Tm.mt^titz : r-9\i. S 

3 8 o^ffl-cafi^-^^jDXL, xt'ji 10 ^teit 

§it^^t'«MH^»TL^f*. S3 1 OMU^MO 

[0035] ist mias 5 0 oMaoBf-^/a-^-ft 

(tl^t'J) ^^(ifflr^««*#H3LT. S5 1 0 

JSaucfcv^, SriiW^t^^Bf^- ft^trn^ 40 

7 A cDSiiHSIi/j 1 ' EEPROM240 //'RAM 2 5 0 

[0 0 3 6] £2lff|fifcif EEPROM24 0 F*J 0*§ 
^(4. S 5 2 0£PI(C£^-raiM fciiiW&c^'K^T 
3rV\ ait^O^ii:. S 5 3 OiitfcUTEE P 
R O M 2 4 0 ^M^/WfitTn /5Afif- ^ t3 
Sflx-^^Bf V^l:7n/5 A^IIt- ? £ 
f«LEEPROM240rt ttfittt^ . ff J«£«±§ 

s 54 oaasfcriswr. s4oo*W)*&&£:7c 

CEEPROM240rt «fif- ? t J§5£ § *Lfc H&¥ 50 



[0 0 3 7 ] aSIi»M«^'R AM 2 5 0 rt«i§^«. 

s 5 5 oMatav^T. aiii^tti'j^ows^^ 

0 „ aiiS:RO*§ilr(i:. S 5 6 01fl:feut. RAM 

2 5 O^^Bf^/fl^tTn^^A^ax-^^gfiL 

(&LRAM2 5 0fttcfgffrtl> o B«^<7)*l^«i:, S 
Ha^M^IiaSlfT-Wc , R AMt0»Mf tt^ffiffl 

uic^-kioo \,zm-hmM®mmrdxf!L t § 

CRAM2 sow^taf-^^ffli (fffl) 

[00 38] i6t, H3CDS6 0 OCO^r/^r^T 

u??j±mwmm.<?>mi*5kt. s 4^\ Mmt*i>Bf 

-f'/fl-f-ftrn^^AWfiSiJ^iM^H' rc 0 3 0 1 

1 j ro^5AiM rc00000jTn^ 

W^ttflm S 7 0 0 Sr 3— . 
[ 0 0 3 9 ] i7t^fS 7 0 0MHT14. S7 10M 

mx\ m^mw^tz^m^/m^Tvy^^mwi 
? m^-mm^m) wa^fKts. mmx r c o 3 

0 1 1 j tfm^fiX i^MSlt. r c 0 0 0 0 0 j T 

'<m\tt h &mwfo h-m>, m mmm^ * mm l x 

/fl^Ta^^A^a^-^ffifg^KffL. S 7 0 0 

[0040] mmmza-ji/^thi-z s 7 0 0 wmrcn. 
m^titzmm-t rc 0 0 0 0 0 j comn/mmty^ 

a-cfl/E-r-s o r c 0 0 0 0 0 j ^Bi-sf/fs-sf-ftTo?" 
^ a i) i^j^ss v T-e so 4 4 u ^ — >-r 5 . 

[004 1 ] B®W^3-;PL/2: S 7 0 OMl^t U 9 
->Ztl&t. S7 1 O^Stfe^TliSiJ^ TC0 3 0 

1 1 j com ^-/u^ity^yy Attttsipp r c o o o o 

0 1 x -5taM§fi- s 6 o o«m^u ^-y^- 

[0042] S700 MaTll^-ft^^^ilSiff r c 0 

3 0 1 1 j ^Bi^/fl^Tn^5A£ffifflLT. S 6 

1 ommzav^x, ^m^~9^yy~m^-^mw\ 

i^f-^t, fI^tTn^"5A(7)iiS'J^ rc 0 3 0 1 
1 j ^^SLTfeS^ff LfcT-^«f!^ftMH£^f 

[0043 ] iiim S 3 8 O^S^&VvtSftL^-^ 

jDXfcj;^^ u 1 1 o^oibm, zmamm 

[0044] I C#— K 1 0 0t0gfI-7-^^-r-^8 

jiis6oo ^ a-z^-rs - h t-\ x-^^fi^a^' 

[0 04 5 ] S^t. I C^-K 1 0 OOgffx-^^ 



( 6 ) 

9 

i o o^fit^x-^wi^t^^^v^ 

[0 046] I C^-Kj&^B&^fcLfc^-^Mfi-r 
Sii^-ii. S 6 0 O^PI^ffifflU Hf^tM*^-^ t 
Bf^/fl^7°n7'7 7£fg5gU S 6 0 0£Pi^&^ 

t t : - 9 it m^t l Jt &t . r - 7 mwm s32ot 

i^?7x-X (I/O) 2 2 O£^LT»fI0!Ji± 
[0 047] ^WMCO I — 1 0 0 tMLTBf-f-/ 

[0048] ilE^XffilSCJ; 0 . IILt^f-f 
^Bf#/fj|^ft7°u7':7 7 ttifcfrTS 7 i: 0 . § £> 

mth^timm^h. 20 

[0 049] 

iz m^m^-z. ¥S t . Bt ^/fi^brn 7" 7 7s«b» 

K t=Bf -f-ft L t - 7 £ iHfl^TS^. i*fl^--6 r -7 
£ I C^-HF^fcia'ti^ixTV^Bf-^/fl^Tn/7 30 
A^ttffl LTBf^t t . m^tLtz^-^c7Mimtfz 
iifftsffft L fcx- 7 £ WffrT S ^A6Bf ^/fl^ 

/ttifffio I Ct?- Ktt. ^flL^Bf^-Xfl^- 
f7o^A*ffifflltSiLfc HfHHfc § ^ -r - 7 w 
fg-^fcfcfPSr? 7 t j&fsrffifc5rS 0 7fit J: 1#IC 
WcM%S&i^/fg^t7°n7''57£ I 

^rri.<ii:&^^-ri.. 40 

[0 0 5 0] itIC*- Yn\,zm^r/^r^Tu^7 
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1 0 

7. g#:^Sij7)Ff ^tSt £ fctiBWfcTn^ 77"Hf ^-ft 
tr£#gi: . H§^§^7W ^i^i^kL^Hi^- 
ft-r s sf f/s^t7P77 7Bt ^mm^^mzma h 

ZtT. ICt)-K iSfir § Bf^/H^Ta 7" 5 7 

g#c^ Bf ^rtr s - f: ^ ^rffit t . mm^m^/m^ 

[Hffiom^l^J] 

[HI] *^7) I Ct?- Kl*I^IIiitf#S7)7'n -y 7 
0 

[02] *f|B^i c^-K^ff^S^-Kliffi^'- 
n-y 70 

[03 ] 01 fci3it^Bf-f-/fl-f-'ftrn7"7 7fc ±177 
- 7 3!3ff ^37)^1 7n-f^-M 

[04] 01 tB(t^Bt^/«^rn7"r?7iaK#ia 
coolly n— ^-jf — b0 

[0 5 ] 0 1 hzmi^m^/u^itruy^^mmm 

#^l7o-f^-NB 

[06 ] 01 tt3{tSBf^-/®-f-fkrn^5Aia»#© 
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BASIC-ABSTRACT: 

NOVELTY - A memory (111) stores encoding-decoding 
program. An execution unit (140) executes stored 
program. When encoded data is transmitted to the 
data receiving element, the program communication 
unit (160) transmits the decoding program for 
decoding the predefined data. The registration 
deletion unit (130) deletes the encoding-decoding 
program after completion of the decoding of 
predefined data. 

USE - Integrated circuit (IC) for use with 
information processor. 

ADVANTAGE - Encoding-decoding program different 
for every IC card can be stored and hence avoids 
need for batch retention of encoding and decoding 
programs of all IC cards. Improves secrecy of 
encryption and decoding program during 
transmission using simple technique. DESCRIPTION 
OF DRAWING (S) - The figure depicts the block 
diagram of IC card. (Ill) Memory; (130) 
Registration deletion unit; (140) Execution unit; 
(160) Communication unit. 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the 
original precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the lnvention]This invention relates to the IC card which enciphers and decrypts data 

by the code and decoding processing based on a program. 

[0002] 

[Description of the Prior Art]The processing which enciphers data to keep secret, using an 
enciphering key as a technique for keeping data (it is also called "information".) secret 
conventionally is known. Since it cannot return to the state where it is decipherable if the key 
same once data is enciphered as the key used by encryption, or a specific decryption key is 
not used, it is possible to make data secret to those who own neither such an enciphering key 
nor the decryption key. 

[0003]lf an enciphering key and a decryption key are revealed, since data will be decoded, 
safety has been improved by enciphering and keeping it with another enciphering key to this 
enciphering key and decryption key. 

[0004]As for the decoding processing for data encryption processing or a data decipherment, 
in such a system, it is common that a code/decoded program performs with an information 
processor. The privacy of data is improved because data is enciphered by this code/decoded 
program, and also even an enciphering key enciphers in order to improve safety. However, it is 
common for this the code / decoded program itself to be more nearly defenseless than the 
data itself. A third party's analysis of such a code/a decoded program will decode the 
enciphered data. Or also in a possibility of becoming possible, the third party has decoded all 
the enciphered data after that by altering the code / the decoded program itself, and adding a 
means to encipher with the enciphering key which the third party knows. 
[0005]ln order to perform encryption or decryption efficiently, without a third party altering this 
code/decoded program, in JP,9-6232,A. Encipher the code /the decoded program itself with 
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another enciphering key, and it stores in the nonvolatile memory in an information processor, 
When transmitting data from an information processor to an IC card, the enciphered 
code/decoded program are transmitted to the volatile memory in an IC card, After decrypting 
the program concerned in an IC card, it transmits to the volatile memory of an information 
processor, and the data encryption or decryption which transmits is performed using the 
decrypted code/decoded program. 
[0006] 

[Problem(s) to be Solved by the lnvention]However, when using different code/decoded 
programs for every IC card in such a system, Since it was necessary to hold the code/decoded 
program as which all the IC cards were enciphered in the information processor which 
transmits and receives an IC card and data, the technical problem that a huge storage capacity 
was required occurred. 

[0007]When transmitting the code/decoded program furthermore decrypted within the IC card 
to an information processor, a code/decoded program is in a defenseless state, and the 
technical problem that the possibility of disclosure of the code/decoded program under 
transmission is expanded occurs. 

[0008]This invention does not have the necessity of carrying out package possession of the 
code/the decoded program of all the IC cards into an information processor, and an object of 
this invention is to provide the IC card which raised the privacy of the code/decoded program. 
[0009] 

[Means for Solving the Problem]A means by which this invention makes a code/decoded 
program memorize in order to attain the above-mentioned purpose, It has a means to start a 
code/decoded program, a means to transmit and receive the code / the decoded program itself 
to an external information processor or other IC cards, and a code / decoded program 
registration deleting means, in an IC card. 

[0010]That is, IC card of this invention used by a system which enciphers transmitted and 
received data by a code and decoding processing based on a program is characterized by that 
an invention concerning claim 1 comprises the following. 

The code / decoded program memory measure for memorizing encryption or a decoded 
program (it is henceforth described as a code/decoded program) 
The code / decoded program starting means which starts the code/decoded program 
memorized by the code / decoded program memory measure, and uses encryption object data 
as code data, or uses decryption object data as decode data 

The code / decoded program transmission and reception means which transmits and receives 
the code/decoded program for decoding enciphered data beforehand or simultaneous to data 
receiving origin when transmitting data enciphered by the code/decoded program 
The code / decoded program registration deleting means which registers and deletes a 
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code/decoded program to a code / decoded program memory measure 

[001 1]ln claim 1 , as for an invention concerning claim 2, said code / decoded program memory 
measure memorize two or more said codes / decoded programs. 

[0012]ln an IC card which an invention concerning claim 3 equips with the code / the decoded 
program memory measure according to claim 2, It had a means to register and delete arbitrary 
code/decoded programs from two or more code/decoded programs, and the code / decoded 
program selecting means which starts arbitrary code/decoded programs in a code / decoded 
program starting means further. 

[0013]lt is an invention concerning claim 4 being provided with an identification device for 
identifying arbitrary code/decoded programs which are memorized in an IC card in the code / 
the decoded program selecting means according to claim 3, and specifying an identifier, It had 
the code / decoded program starting means which starts corresponding code/decoded 
program. 

[001 4]A means to encipher the code / the decoded program itself which indicated an invention 
concerning claim 5 to claim 1 in claims 1-4 by an another enciphering key or an enciphered 
program, It had the code / decoded program code decoding means decrypted by a decryption 
key or a decoded program corresponding to an enciphering key which enciphered an 
enciphered program. 

[001 5]A means by which an invention concerning claim 6 transmits arbitrary code/decoding 
programs from claim 1 via a communication line to an IC card and this IC card of any one 
statement of five, A registry request means into an IC card of the code/decoded program which 
transmitted, Use an information processor provided with a deletion request means of arbitrary 
code/decoded programs in an IC card, and between an IC card and an information processor 
or between different IC cards, They are the code/decoding system performing a data 
encryption and decryption which are transmitted and received via a communication line. 
[0016] 

[Embodiment of the lnvention]Hereafter, an embodiment of the invention is described using a 
drawing. 

[001 7] Drawing 2 is a hard mechanism block figure which constitutes IC card 100 of an 
embodiment of the invention. This IC card 100 is provided with CPU210, the input/output 
interface (I/O) 220, ROM230, RAM250, and EEPROM240. ROM230 shows the nonvolatile 
memory which cannot perform renewal of a memory content, although read-out of a memory 
content is possible. Although read-out and updating of a memory content are possible for both 
RAM250 and EEPROM240, RAM250 shows the volatile memory which loses a memory 
content, when the current supply to IC card 100 is cut off, and EEPROM240 shows the 
nonvolatile memory which does not lose a memory content even if the current supply to IC 
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card 100 is cut off. [0018] Prawing 1 is a block diagram which has arranged each component 
for realizing this invention in IC card 100 shown in drawing 2 . The memory 110 shows the 
storage area assigned in RAM250 of drawing 2 , or EEPROM240. The code / decoded program 
memory measure 1 1 1 which memorizes the code/decoded program for decrypting the data 
enciphered or enciphered in data to make secret are assigned in the memory 110. 
[0019]The data storage means 1 12 for memorizing the data processed within the data which 
IC card 100 received, or IC card 100 is assigned to field where the code / decoded program 
memory measure 1 1 1 in the memory 1 10 are another. 

[0020]Each code/decoded program memorized in the code / decoded program memory 
measure 111 are managed with a code / decoded program management data 113. Drawing 9 
is one example of a code / decoded program management data. 

[0021]When choosing arbitrary code/decoded programs by the processing in IC card 100, a 
code / decoded program selecting means 120 chooses the specified code/decoded program 
by referring to a code / decoded program management data 113. 

[0022]When arbitrary code/decoded programs which have already been registered into the 
code / decoded program memory measure 1 1 1 by registration, or the code / decoded program 
memory measure 1 1 1 in arbitrary code/decoded programs are deleted, The result of having 
chosen the specified code/decoded program by the code / decoded program selecting means 
120 to origin. . Incorporate the code/decoded program which management data was registered 
into the code / decoded program management data 113 within a code / decoded program 
memory measure 1 1 1 by the code / decoded program registration deleting means 130, and 
was specified in the memory 1 10. Or the code/decoded program which management data 
corresponding from a code / decoded program management data 1 13 is deleted, and 
corresponds are deleted from the memory 1 10. 

[0023]When starting arbitrary code/decoded programs within IC card 100, By starting the 
code/decoded program specified by the code / decoded program starting means 140 based on 
the result of having chosen the specified code/decoded program by the code / decoded 
program selecting means 120. The data encryption or decryption which is memorized in the 
data storage means 112 and which should be enciphered is performed. 
[0024]When data [ need / the code / the decoded program itself / to be decrypted ] is stored in 
the code / decoded program starting means 140 in the code / decoded program management 
data 113 of the specified code/decoded program, After decrypting the code/decoded program 
specified by the code / decoded program code decoding means 150, it starts by the code / 
decoded program starting means 140. [0025]ln IC card 100, data, or a code/decoded program 
is received from an external information processor, Or the data to the communication line 101 
is transmitted [ when transmitting data, or a code/decoded program to an external information 
processor ] and received using the input/output interface (I/O) 220 by the code / decoded 



http://www4.ipdl. inpit.go.ip/cgi-bin/tran_web_cgi_eiie?atw_u=http%3A%2F%2Fwww4.ipdl.i... 5/8/08 



JP,11-338993,A [DETAILED DESCRIPTION] 



Page 5 of 9 



program, and the data-transmission-and-reception means 160. [0026]ln the block diagram of 
drawing 1 , in a code / decoded program selecting means 120, the code / decoded program 
registration deleting means 130, the code / decoded program starting means 140, the code / 
decoded program code decoding means 150, and a row. A code / decoded program, and the 
data-transmission-and-reception means 160 are incorporated in ROM230 which is the 
nonvolatile memory in IC card 100, or EEPROM240. 

[0027]Henceforth, an example of the encryption which uses IC card 100 of the embodiment 
shown in drawing 1 and drawing 2 , and encryption data transfer is explained based on drawing 
3_-9. 

[0028] Drawing 3 shows processing of the code / decoded program for receiving data from data 
transmission or the communication line 101 to the communication line 101 using the 
input/output interface (I/O) 220 of IC card 100, and the data-transmission-and-reception means 
160. This processing supervises the existence of transmitted and received data by the decision 
processing of S310 and S330 in order to always enable registration of data transmission and 
reception, when IC card 100 is a run state. 

[0029]The form of the data transmitted and received is shown in drawing 8. When there are 
received data, it is processing of S340 and the data type of the header of received data is 
judged. The information forjudging that a data type is an enciphered program, a decoded 
program, or data is set up. If it is a code/decoded program, the identifier of a code/decoded 
program will be read in received data in S350 processing, and the existence of the 
code/decoded program corresponding to a specification identifier will be checked by S400 
processing. 

[0030]The flow of the code / decoded program selection process of S400 is shown in d r a wing 
4. The identifier of the code/decoded program which received, and an identifier in agreement 
are searched with a code / decoded program selection process S400 from the code / decoded 
program management data 1 13 set up in EEPROM240 and RAM250. When a corresponding 
identifier is detected, the return of the code / the decoded program management data 
corresponding to (S420) and its identifier is carried out, when it is not able to detect, an error 
code is set up as unregistered, and a return is carried out to S400 processing call origin. 
[0031 ]The code / decoded program management data 113 which becomes a retrieval object 
by S400 processing constitute form as shown in drawing 9. The identifier for identifying a 
code/decoded program comprises a number of the code/decoded program managed within 
card ID which registered the code/decoded program, and its card. The management data of a 
code/decoded program The stored address in IC card 100 of an enciphered program, The 
stored address of the decoded program in IC card 100, and the memory classification 
registered into IC card 100 (exception of EEPROM or RAM), And when the code / the decoded 
program itself need to be decrypted before executing the code/decoding program registered, it 
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comprises an identifier (column of decoding processing) of the code/decoded program used for 
the decryption. 

[0032]ln the example shown in drawing 9 , if card ID of self-IC card 100 is set to "COOT, The 
code / decoded program identifier registered by the self-IC card are two kinds, "C00101" and 
"C00102", (an identifier shall connect and express the registration cards ID and No), The 
identifier means that the code/decoded program which is "C00102" are enciphered by 
"C001 01 ." A code / decoded program identifier "C0201 0" means that only the management 
data of the decoded program for decrypting data at the time of the data receiving from card ID 
"C020" is stored. A code / decoded program identifier "C00000" expresses the code/decoded 
program standardly registered into IC card 100 so that it can be used [ all the / IC card ]. A 
code / decoded program identifier "C00101", and "C0301 1" mean being enciphered by this 
"C00000" by which standard registration was carried out. 

[0033]lt returns to drawing 3 again and it is judged [ which registers the code/decoded program 
which received from the receiving data-headers part by S360 processing based on the result 
searched with a code / decoded program, andSdata-transmission-and-reception processing 
S400 processing of 300 / or or ] whether it deletes. In the case of a deletion request, after 
calling a code / decoded program deletion S500 and deleting a specification code / decoded 
program, repetition processing is performed from S310 which checks the existence of send 
data. In the case of a registry request, it judges whether the code/decoded program which 
received by S370 processing are already registered based on the result of S400 processing, 
and when unregistered, a code / decoded program registration processing S500 is called. 
When the specification code / decoded program is already registered by S370 processing, or 
when a code/decoded program is newly registered into the memory 1 10 by S500 processing, 
The code / decoded program starting processing S600 specified succeedingly are called, and 
decoding processing of the data which IC card 100 receives is performed succeedingly. 
[0034]The data decrypted by S600 processing processes received data by S380 processing, 
and after it performs processing of making the memory 110 memorize etc., it carries out repeat 
execution from S310 processing. 

[0035]The flow of the code / decoded program registration of said S500 processing, and 
deletion is shown in drawing 5 First, with reference to registration (registration memory) of the 
code/decoded program of a receiving data-headers part, or the field of deletion, the registered 
area of the code/decoded program used as a registration processing object judges 
EEPROM240 or RAM250 in S510 processing. 

[0036]When the candidate for registration deletion is in EEPROM240, The judgment of 
registration or deletion is performed in S520 processing, in the case of a registry request, in 
S530 processing, the management data of a code/decoded program is created from received 
data to the code / decoded program management data in EEPROM240, and it stores it in 
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EEPROM240. In the case of a deletion request, in S540 processing, the code / the decoded 
program itself specified as the management data in EEPROM240 based on the result of S400 
processing are deleted. 

[0037]When the candidate for registration deletion is in RAM250, the judgment of registration 
or deletion is performed in S550 processing. In S560 processing, in the case of a registry 
request, the management data of a code/decoded program is created from the data received 
to the code / decoded program management data in RAM250, and it stores it in RAM250. 
Deletion makes management data delete from the inside of RAM250 intentionally in the case 
of a deletion request, without performing, when the current supply to IC card 100 is cut off 
using the volatile characteristic of RAM (volatilization). 

[0038]The flow of the code / decoded program starting processing of S600 of drawing 3 is 
shown in drawing 6 When the identifier of the target code/decoded program is ; C0301 1" first, 
in order to decrypt the program itself by "C00000" program, a code / decoded program code 
decoding processing S700 is called. 

[0039]ln the S700 processing shown in drawing 7 , the existence of the identifier (column of 
decoding processing) of the code/decoded program for decoding processing is judged by S710 
processing. For example, since it is necessary to decrypt by "C00000" when "C0301 1" is 
specified, a code / decoded program selection process S400 is called using the identifier 
concerned, a code / decoded program management data information is acquired, and S700 
processing is called recursively. 

[0040]ln the S700 processing called recursively, it is judged by S710 processing whether it is 
necessary to decrypt the code/decoded program of the specified identifier "C00000." Since 
there is no necessity of decoding, the return of the code/the decoded program of "C00000" is 
carried out as it is. 

[0041 ]lf a return is carried out from the S700 processing called recursively, in S710 
processing, decoding of the code/the decoded program of an identifier "C03011" will be carried 
out by the identifier "C00000", and a return will be carried out to S600 processing by it. 
[0042]The code/decoded program of the identifier "C030 11" decrypted by S700 processing are 
used, and the data type of a receiving data-headers part performs decoding processing of the 
received data as which the identifier of the decoded program specifies "C0301 1" by data in 
S610 processing. 

[0043] Reference of the data received in S380 processing after that, processing and the 
memory to the memory 110, and updating are attained. 

[0044]When the data type of the received data of IC card 100 is data, according to the 
identifier of the decoded program stored in the header, it is calling a code / decoded program 
starting processing S600, and decoding processing of data is performed. 
[0045]When the identifier of the decoded program is not stored in the header by the case 
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where the data type of the received data of IC card 100 is data, the data which IC card 100 
received does not have the necessity for decryption. 

[0046]When transmitting the data enciphered from the IC card, After using S600 processing, 
specifying encryption object data, and a code/decoded program and enciphering data in S600 
processing, In the data transmission processing S320, it changes into the data format 
according to the form of drawing 8 , and data is transmitted on a communication line via the 
input/output interface (I/O) 220. 

[0047]When performing registration deletion and data transmission and reception of a 
code/decoded program from an external information processor to IC card 100 of this invention, 
it becomes possible by performing processing according to the data format shown in mode of 
processing indicated to drawing 8 and drawing 7, and drawing 8. 
[0048]lt will depend for encryption or decoding processing of data to keep secret on the 
code/decoded program stored in the IC card, and the above-mentioned embodiment enables it 
to carry further different the code/a decoded program for every IC card. 
[0049] 

[Effect of the lnvention]A means to make a code/decoded program memorize as explained 
above according to this invention, A means to start a code/decoded program, and a means to 
transmit and receive the code / the decoded program itself to an external information 
processor or other IC cards, Since he is trying to have a code / decoded program registration 
deleting means in an IC card, When the data enciphered from the IC card to an external 
information processor or other IC cards is transmitted, The data to transmit is enciphered using 
the code/decoded program memorized in the IC card, The information processor or other IC 
cards which transmitted the code/decoded program to the transmission destination in order to 
decrypt the data enciphered the time of transmission of the enciphered data or beforehand, 
and received data, It becomes possible to decrypt the enciphered data which was received 
using the code/decoded program which received. It enables this to hold different code/decoded 
program for every IC card in an IC card. It makes it unnecessary to carry out package 
possession of the code/the decoded program of all the IC cards within an information 
processor. 

[0050]A means to encipher the code / the decoded program itself by an another enciphering 
key or enciphered program in an IC card, By having the code / decoded program code 
decoding means decrypted by the decryption key or decoded program corresponding to the 
enciphering key which enciphered the enciphered program. It makes it possible to encipher the 
code / the decoding program itself which transmits from an IC card, and makes it possible to 
improve the privacy of the code/decoded program under transmission. 
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